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Supported Security StrengthsSupported Security Strengths
 

�� Support 80, 112, 128, 192 and 256 bitsSupport 80, 112, 128, 192 and 256 bits
 

�� Determined during instantiation by theDetermined during instantiation by the 

request and the crypto primitive usedrequest and the crypto primitive used
 

�� Entropy requirement must support allEntropy requirement must support all 
requestsrequests 



Security Strength, EntropySecurity Strength, Entropy 

and Seed Sizeand Seed Size
 

�� Seed (i.e., entropy input) must haveSeed (i.e., entropy input) must have 
sufficient entropysufficient entropy 

�� min_entropymin_entropy = max (128,= max (128, requested_strengthrequested_strength)) 
�� Entropy input size: a range of sizesEntropy input size: a range of sizes 
�� Seed size depends on the DRBG and the securitySeed size depends on the DRBG and the security 

levellevel 



DRBG Purposes and StatesDRBG Purposes and States
 

�� Recommend different instantiations forRecommend different instantiations for 
different purposesdifferent purposes 

�� One internal state per instantiationOne internal state per instantiation 
�� DRBGs handle multiple statesDRBGs handle multiple states 
�� Allow sufficient space for multiple statesAllow sufficient space for multiple states
 

�� Allow a state for health testingAllow a state for health testing 



State TableState Table 

Handle
 

1
 V1, C1, reseed_counter1, strength1, prediction_resistance_flag1, ... 

V2, C2, reseed_counter2, strength2, prediction_resistance_flag2, ... 

Null, Null, 0, 0, 0, ... 

2
 

n
 



Instantiating a DRBGInstantiating a DRBG (1)(1) 

�� Instantiate process:Instantiate process: 
�� Input:Input: 

�� Requested strengthRequested strength 
�� Prediction resistance requestPrediction resistance request 
�� (Opt.) Personalization string(Opt.) Personalization string 
�� DRBGDRBG--specific parametersspecific parameters 
�� ModeMode 

�� Output:Output: 
�� StatusStatus 
�� State_handleState_handle 



Instantiating a DRBGInstantiating a DRBG (2)(2) 

�� Get_entropy function:Get_entropy function: 
�� Input:Input: 

�� Minimum entropyMinimum entropy 
�� Minimum lengthMinimum length 
�� Maximum LengthMaximum Length 

�� Output:Output: 
�� StatusStatus 
�� Entropy_inputEntropy_input 



Instantiating a DRBGInstantiating a DRBG (3)(3) 

�� Find_state_space function:Find_state_space function: 
�� Input:Input: 

�� ModeMode 

�� Output:Output: 
�� StatusStatus 
�� State_handleState_handle 

�� Derivation functionsDerivation functions 
�� Hash_Hash_dfdf 
�� Block_Cipher_Block_Cipher_dfdf (Coming)(Coming) 



ReseedingReseeding (1)(1) 

�� How requested?How requested? 
�� Explicitly by an applicationExplicitly by an application 
�� When prediction resistance is requestedWhen prediction resistance is requested 
�� At the end of theAt the end of the seedlifeseedlife 
�� Triggered by external eventsTriggered by external events 



ReseedingReseeding (2)(2) 

�� Reseed process:Reseed process: 
�� Input:Input: 

�� State_handleState_handle 
�� (Opt.) Additional_input(Opt.) Additional_input 
�� ModeMode 

�� Output:Output: 
�� StatusStatus 



Generate Pseudorandom BitsGenerate Pseudorandom Bits (1)(1)
 

�� Generate bits for only one valueGenerate bits for only one value 
�� Multiple requests may be used toMultiple requests may be used to 


construct a single valueconstruct a single value
 



Generate Pseudorandom BitsGenerate Pseudorandom Bits 

(2)(2)
 

�� Generate process:Generate process: 
�� Input:Input: 

�� State_handleState_handle 
�� Number of bits requestedNumber of bits requested 
�� Strength to be providedStrength to be provided 
�� (Opt.) Additional input(Opt.) Additional input 
�� (Opt.) Prediction resistance request(Opt.) Prediction resistance request 
�� ModeMode 

�� Output:Output: 
�� StatusStatus 
�� Pseudorandom bitsPseudorandom bits 



Removing a DRBGRemoving a DRBG 

InstantiationInstantiation
 

�� Used to release an instantiation’s stateUsed to release an instantiation’s state 
spacespace 

�� UninstantiateUninstantiate process:process: 
�� Input:Input: 

�� State_handleState_handle 

�� Output:Output: 
�� StatusStatus 


